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Abstract
The vulnerability of the Marine Transportation System to the effects of possible terrorist attacks would not only pose a great threat to the safety of the local community but also the national and international economy. This paper identifies the major security issues and promotes a sense of awareness of the fragility related to terrorism. Case studies for nine busiest ports are used to identify the current efforts by ports and the governments to deal with the inherent dangers. The concept of ITS architecture is used to develop a framework toward the marine industry to potentially enhance marine port security. 
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INTRODUCTION
The enormous task of securing U.S. ports is fully recognized to prevent terrorists’ attacks similar to those that took place on September 11, 2001 in New York and on July 7, 2005 in London, respectively. However, several challenges have faced the marine transportation community when trying to efficiently secure its facilities, key among which is the lack of awareness. The concern for improving this sector of transportation has often taken a back seat to the more recent attacks on the air and the transit sectors. This fact seems thoughtless when one considers the importance of marine transportation. It provides the most economically cost-effective mode of transportation where most bulk goods are imported and exported (The U.S. Marine Transportation System, 1998). On average it is reported that over two hundred million containers get shipped a year, approximately 90% of them are cargo (Wikipedia, 2005). Currently 67% of all consumer goods purchased by the American public are transported by this sector. By 2020, international trade is expected to triple, and in many cases such as foreign trade, marine transportation is still the best means to move goods (The U.S. Marine Transportation System, 1998). 

The marine transportation is also vital in military operations as the primary way of deploying troops and material worldwide. During the Gulf War, for example, 95 % of the supplies for U.S. forces went by ship (The U.S. Marine Transportation System, 1998).  

Thus, proper management and planning of marine transportation infrastructure improvements are needed as competition for use of the waterways and vessel size and complexity increases (Office of Inspector General, 2005). One major consequence of a lack of proper security awareness is ineffective waterway use and the inability to meet "just-in-time" delivery requirements. Such problems can lead to a significant increase in prices for consumer goods and national loss of competitiveness (Fawcett and Marcus, 1991). 
The Marine Transportation Security Act (MTSA) was created to strengthen the security of ports and made significant progress but while much has been accomplished, the Government Accountabilities Office (GAO)’s review found five areas of concern (Government Accountability Office, 2005). Three relate primarily to security issues: (a) only a limited number of ports covered by vessel identification system, (b) questions about the scope and quality of port security assessments, and (c) concerns related to approving security plans for foreign vessels. Other two relate primarily to organizational and operational matters: (a) potential duplication of maritime intelligence efforts, and (b) inconsistency with Port Security Grant Program requirements.
The complexity of this challenge is identified in a report to congress from the Congressional Research Service. Internationally shipped cargoes travel in various modes through a variety of infrastructures, being held by a number of people and organizations, and may involve up to 40 separate documents from the source zone to the distribution zone (Lake, et. al, 2005). The need for an innovative and efficient means of protecting the economy from the threat posed by terrorism is more important now than ever. The intricate operations of the port have left it vulnerable in many ways. Many of the weaknesses require some advanced form of improvement.
Over the past decade, the United States Department of Transportation has strived to create a transportation system that saves lives, time, and money (United States Department of Transportation, 2005). In some aspects of the US transportation system to facilitate this type of operation, various have incorporated Intelligent Transportation Systems (ITS). Many of these applications can be identified in each state in the US in various modes (Intelligent Transportation Systems, 2006). However, ITS implementation in the marine sector of US transportation has been minimal due in part to the public and private nature of marine transportation. According to the American Port Association (AAPA), only 19% of the port grant funding rounds 1-5 for FY 2002-2005 is received (American Association of Port Authorities, 2006, See Figure 1). Considering the difference in funds received from funds requested, securing of US ports is far from complete. This unfortunate situation has resulted in an infrastructure that may be at serious risk for an attack.
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OBJECTIVES AND SIGNIFICANCE
This research will address the security issue and presents the innovative thinking that will continue to fuel the future of marine transportation. Various security and safety issues within marine transportation will be identified. It is the goal of this study to present solutions to the current security weakness through Intelligent Transportation System applications based security architecture framework. In order to integrate these applications in the most beneficial way, the architecture major subsystem elements will be defined providing the framework for the development, interoperability, and integration of the appropriate systems. 

The objectives of this research are (a) to identify the most vulnerable areas of the U.S. marine transportation system, (b) to develop a conceptual blueprint of the ITS physical architecture for marine transportation security, and (c) to define the major subsystems that will operate within the architecture.
Most Vulnerable Areas of MARINE TRANSPORTATION
Probably one of the noticeable and significant expositions of the weaknesses in the marine transportation security was the reports by American Broadcasting Companies (ABC) News in 2002 and again in 2003, after depleted uranium was slipped through US seaports (Andersen, 2005). Evidently, current marine transportation includes at least four most vulnerable areas: (a) higher risks and less national corporative efforts; (b) possible burrows for terrorists; (c) increased piracy activities, and (d) weak containerization safety.

Higher Risks and Less National Corporative Efforts
Seaport security can in faith be described as "an embarrassment" and a danger to national defense (Alliance for Nuclear Accountability, 2005). The State of Nevada estimates that a successful terrorist attack on a ship carrying spent nuclear fuel could release up to 40,000 curies from a rail cask causing between 6 and 165 cancer deaths and costing between $13.5 to $20.9 billion (Alliance for Nuclear Accountability, 2005). However on average, the entire port facility is inspected only once every two years.
After 9/11, the possibility of incidents is more likely to happen than before as it is clear that transportation including marine mode is the primary target of terrorist attacks for mass destruction. The congregation of people in vehicles, terminals, and airports has increased the risks of marine transportation. In response to the terrorism, the US Department of Homeland Security (DHS) has combined 22 federal agencies and entities. But this type of merger is still facing significant challenges, which is palpable when responding to the devastation by hurricane Katrina along the gulf coast in 2005. Therefore, more intensive national corporative efforts are expected.
Possible Burrows for Terrorists
The marine transportation system is internationally becoming one of the possible burrows for terrorists. In 2001, Italian inspectors found a suspected al-Qaeda terrorist hiding in a shipping container equipped with a bed and makeshift bathroom (Kelleher, 2001). A similar situation happened in 1998, when one of Bin Laden's cargo freighters was used to unload supplies in Kenya for suicide bombers who weeks later destroyed the U.S. embassies in Kenya and Tanzania (Kelleher, 2001).
Increased Piracy Activities
Piracy, a concept often deemed ancient history, remains a major problem for shippers. While International Maritime Bureau (IMB) piracy reporting centre works to combat piracy on the high seas worldwide, the fear is that piracy might become a tool for terrorism if not stopped soon. Most of the attacks were perpetrated by opportunists who use extreme violence towards crew and whose main motivation is robbery and financial gain (The International Chamber of Commerce, 2006). The increase of pirate activity in other areas – most notably Somalia, Tanzania and Vietnam – calls on regional law enforcement agencies to increase their efforts to combat the problem (The International Chamber of Commerce, 2006.)
Weak Containerization Safety

First used in the mid 1950s, containerization is now the major transport system for cargos that cannot be transported in break bulk quantities (tankers, grain carriers, etc.) The widespread use of International Organization for Standardization (ISO) containers on ships, trains and trucks, while making shipping more efficient has limited the ability of port operators to thoroughly check the contents of containers.
In January 2002, the U.S. Customs and Border Protection (CBP) initiated the Container Security Initiative (CSI) to address the threat that terrorists might pose (14). CBP is to target and inspect high-risk cargo shipments at foreign seaports before they leave for US. Although CBP made some improvements in the management of CSI, further refinements to the management tools are needed to help achieve program objectives (Government Accountability Office, 2005.)
Intelligent Transportation System
Intelligent Transportation System (ITS), which applies advanced technologies, is designed to improve the efficiency and safety of transportation systems and can thus increase the security of maritime transportation. This new vision for transportation saw its beginnings in 1986 prior to the new transportation federal bill enacted in 1991. Since its acceptance into the world of transportation, the promoters of ITS created programs aimed at providing solutions to current multimodal transportation problems. These efforts yielded a more efficient use of the transportation infrastructure and energy resources, and have provided significant improvements in safety, productivity, accessibility, and mobility.
Intelligent Transportation System implementations have already reached in crash prevention, surface transportation weather notification, operation and maintenance, traveler information, etc., and is going to include more advanced technologies to reduce pedestrian injuries and fatalities; teen driving electronic report card; vehicle assist and automation systems; vehicle infrastructure integration for mobility; wireless truck and bus inspection; and etc. Table 1 lists the identified eight ITS user service bundles (Intelligent Transportation Systems, 2006.) 
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It has been discovered that ITS has much to offer to all facets of US transportation (American Association of Port Authorities, 2006). Its use in marine transportation however promising, has received very little consideration, in spite the change in opinion about the overall issue. Various areas of Intelligent Transportation research can be valuable to maritime security, such as surveillance, information dissemination, safety & security, hazardous materials management, credentials administration, and electronic screening, which are as well required by the Department of Homeland Security within the Marine Transportation Security Act (US Department of Homeland Security, 2002).
Inherent Dangers and Current Efforts by US Busiest Ports

In order to identify the inherent dangers and current efforts by ports, security and safety applications at 9 US busiest ports were investigated including the Port of Los Angeles (Port of Los Angeles Authority, 2006), the Port of Long Beach (Port of Long Beach Authority, 2006), the Port of New York/New Jersey (Port of New York/New Jersey Authority, 2006), the Port of Charleston (Port of Charleston Authority, 2006), the Port of Oakland (Port of Oakland Authority, 2006), the Port of Houston (Port of Houston Authority, 2003), the Port of Seattle (Port of Settle Authority, 2006), the Port of Tacoma (Port of Tacoma Authority, 2006), and the Port of Hampton Roads (Port of Hampton Roads, 2006). These ports are all major container facilities and have received funding from the Department of Homeland Security in response to some requirements stipulated in The Marine Transportation Security Act. This evaluation helps determine what type of successful systems and technologies should be included within the security architecture, and how those systems and agencies would be interconnected. Information is essentially secondary from internet and other literature. Supplemental information was sought via direct email solicitation. The Port of Houston directly responded to the survey through personal interview.
As stated, all investigated ports have been subjected to various maritime security initiatives seeking for protections. Their focuses have changed from primarily cargo theft to the prevention and response against acts of terrorism. Some ports get additional concerns such as The Port of Charleston (for its hazardous and toxic commodities to possibly fall into the hands of terrorists,) (Port of Charleston Authority, 2006) and The Port of New York / New Jersey (for its being close to a large population center and a global finical hub which is attractive to terrorist,) (Port of New York/New Jersey Authority, 2006.)
The gathered information for case studies revealed various similarities in the port security improvements and enhancements, some of which are briefly illustrated in Table 2. All ports received funding from the Department of Homeland Security, and have installed surveillance equipments. The port of Charleston for instance mentioned the incorporation of these technologies as a part of an overall package within their Port Security Pilot project (Port of Charleston Authority, 2006). It was difficult to determine what class of surveillance technologies used for each port but most fit under the umbrella of ITS. Most ports mentioned the use of gamma ray scanning devices for containers entering there facilities (Port of Los Angeles Authority, 2006; Port of Long Beach Authority, 2006; Port of New York/New Jersey Authority, 2006; Port of Oakland Authority, 2006; Port of Houston Authority, 2003; Port of Settle Authority, 2006; Port of Tacoma Authority, 2006). Based on the collected information, only Port of Houston claimed to have incorporated ITS applications (Port of Houston Authority, 2003). But, this does not rule out the fact that it may exist in other ports to some extents.
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Each port was held responsible for meeting the requirements established by the Marine Transportation Security Act and the Department of Homeland Security. Several ports mentioned their compliance with these recommendations and gave detailed information on the actual changes, along with the various programs to which they belonged. The Container Security Initiative is conducted under the DHS administration currently hosts 19 of the world’s largest ports including the majority of the surveyed ports (Port of Los Angeles Authority, 2006; Port of Long Beach Authority, 2006; Port of New York/New Jersey Authority, 2006; Port of Houston Authority, 2003; Port of Settle Authority, 2006). The overall security strategy also includes the 24 hour manifest rule, International Ship and Port Facility Security Code, Customs-Trade Partnership Against Terrorism (C-TPAT), 96-Hour Advance Notification of Arrival, Mariner Documents, Offshore Strategic Boarding’s, High Interest Vessels, and Integrated Deepwater System (US Department of Homeland Security, 2002).
In reference to the infrastructure, the Marine Transportation Security Act was created by establishing port security committees, security plans for privately owned port facilities, and vessel security plans. Programs in this administration include Operation Safe Commerce, Maritime Safety and Security Teams, and Armed Helicopters. Other recommendations and measures stress more advanced forms of protection for Radiation, Chemical, and Biological Screening, and automated targeting systems to analyze cargo risk (US Department of Homeland Security, 2002). 

The funding received for these additions were noticeably similar for many of the ports except the Ports of Los Angeles (Port of Los Angeles Authority, 2006) and Long Beach (Port of Long Beach Authority, 2006). Funds agencies included the US Coast Guard, Bureau of Immigration and Customs Enforcement (BICE), Bureau of Customs and Border Protection (BCBP), and Transportation Security Administration (TSA). In spite what seems to be substantial spending by DHS many of these ports still stressed the need for more funding to meet requirements from the administration (American Association of Port Authorities, 2006). 

When considering the port evaluations in retrospect it seems that the current strategy from DHS places a lot of responsibility on the port officials themselves to determine what applications they should implement. The applications needed and required are not specified within in these administrations, which in turn affects the interoperability between systems and the ports. Using the requirements of the MTSA and DHS, an architecture that incorporates proper advanced technologies are necessary for a cache of interconnected systems. 
Consideration of ITS Architecture enhancing Marine Security
The National Intelligent Transportation System Architecture provides the backbone and guidelines for user service implementation and operation (Intelligent Transportation Systems, 2006). Using standard interfaces provides national and regional interoperability and interchangeability of systems. Based on the common ITS architecture and the need of marine security, a similar ITS architecture for the marine security can be constructed.
Each port is unique in its own way, thus needs may vary depending on the ports size, and geography. However, the created architecture should be tailored to the requirements of MTSA and DHS, representing the form of standardization needed for the overall system.
Within the entire marine security ITS architecture there are two separate considerations: the logical and the physical architecture. The logical architecture is a more detailed view of the components that support the ITS user services, while the physical architecture is a physical representation of the important ITS interfaces and major system components (Federal Highway Administration, 1998). In the following sections, the fundamental consideration of various logical layers and subsystems for marine security ITS physical architecture is described.
Layers of Marine Security ITS Architecture
The layers and subsystem should meet the requirements from the Department of Homeland Security and within MTSA. The framework for the marine security architecture consists of four different layers: the Institutional Layer; the Physical Layer; the Support Layer; and the Application Layer. Figure 2 illustrates the components of each layer.
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The Institutional Layer

The Institutional Layer of the architecture is very important, which includes local and state governments and federal agencies such as the Department of Homeland Security, Department of Defense, and the Maritime Administration. Besides, this layer also contains various special groups, the general public, and the private sector/port officials. The special interest groups may include those focused on the environment, consumer, or those affiliated with Professional societies. This type of institutional team work is currently present but as of now there is no major focus on the development of ITS related port security architecture.
The Physical Layer 

The Physical Layer includes the vehicles, land side and sea side infrastructures and security systems, information collect and storage devices, communication networks, etc. This layer prepares the necessary devices and infrastructures for implementing the entire architecture.

The Support Layer 

The Support Layer is the integrated information interface containing data flow management and protocols. It connects different elements providing a means for information exchange using multiple telecommunication tools.
The Application Layer

The Application Layer is a collection of various subsystems, defining what ITS should do from the user's perspective. It allows subsystem or project definition to begin by establishing the high level services that will be provided to address identified problems and needs. As in Figure 2, the preliminary consideration of the application layer include the Traffic Management Subsystem, Information Service Subsystem, Archived Data Management Subsystem, Emission Management Subsystem, Emergency Management Subsystem, Fleet & Freight Management Subsystem, and Maintenance & Construction Subsystem. These subsystems will be described in the next section.
High Level Descriptions of Marine Security ITS Architecture
Similar to National ITS Architecture (Intelligent Transportation Systems, 2006), the high level of Marine Security ITS architecture contains four classes of systems represented in Figure 3 by big rectangles. The four systems are Personal Identification System, Centers, Vehicles System, and Land Side and Sea Side Infrastructures. Between these rectangles are various elements connected by communication links. The communication links are represented by four ovals, including Wide Area Wireless, Fixed-Point to Fixed-Point, Vehicle to Vehicle, and Dedicated Short Range Communications.
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Personal Identification System

The personal identification system includes equipments that are used to gather personnel related information from operators. This includes the remote traveler subsystem and the personal credentials subsystem.
The Remote Traveler Subsystem provides access to traveler information that will normally aid incoming cargo handlers in navigating through port facilities. This information should be located at fixed sites along the travel routes through various display technologies (Federal Highway Administration, 1998), including load and unload times, container drop and pick up location, instructions on various security checks, safety monitoring using the Closed Circuit Television (CCTV) system or other surveillance equipment, etc. (Intelligent Transportation Systems, 2006).

The Personal Credentials Subsystem requires massive coordination between all modes working related to the Maritime System. This will allow for a fast and efficient means of identifying persons entering port facilities by using certain novel technologies such as the Biometrics Technology which is in accelerating for homeland security and the prevention of ID theft (Podio and Hogan, 2003). These automated methods are capable of recognizing persons based on their physiological or facial characteristics (Biometrics Consortium, 2005), including their fingerprint, retinal, iris, hand and finger geometry, voice patterns, facial recognition, etc., and therefore will make it very difficult for any unauthorized persons to enter port facilities.
The Center

The Center includes the management, administration, and support of the marine transportation system. The contained subsystems may be functionally defined and replicated in various physical centers but these subsystems. They correspond to the application layer in the framework of the marine security ITS architecture in Figure 2.
The Emissions Management Subsystem will provide capabilities for ship emissions monitoring and water quality management, and may reside in its own distinct location or may operate jointly with the port traffic management subsystem. This subsystem will collect emissions data from sensors, identify vessels that exceed standards, process the acquired information for achieving safer air quality levels (Federal Highway Administration, 1998), and notify ship captains or other responsible individuals in a timely manner so that they may rectify the problem, and the surrounding community may maintain a healthy and pollution free coastland.

The Port Traffic Management Subsystem will help to manage the continuous flow of traffic created by all vehicles (trucks, loading and unloading cargo, etc.) within the port facility that could be a hindrance to the efficiency and in some cases the safety of port operations. It will also manage and coordinate the rail operations to support safer and more efficient cargo movements, and may even monitor and manage maintenance works and crane operators. Any incident is verified and detected and then relayed to the emergency management subsystem. 
The Information Service Provider Subsystem will provide capabilities to collect, process, store, and disseminate traveler information to subscribers and the public at large. Information provided will include basic advisories to incoming truckers, pilot information for incoming vessels, port traffic information, and loading and unloading instructions. The information should be provided through a personal information access subsystem, a remote traveler support subsystem, and various vehicle subsystems. These systems will allow for communication with the vehicle operators and the information center.
The Emergency Management Subsystem of the ITS Architecture represents public safety, emergency management, and other allied agency systems that support incident management, disaster response and evacuation, security monitoring. This subsystem includes the functions associated with fixed and mobile public safety communications centers including public safety call taker and dispatch including centers operated by police fire, and emergency medical services (Intelligent Transportation Systems, 2006). This subsystem will monitor alerts, advisories, and other threat information and prepare for and respond to identified emergencies. It will also interface with other Emergency Management Subsystems to support coordinated emergency response involving multiple agencies

The Fleet and Freight Management Subsystem provides the capability for commercial drivers and fleet or freight managers to receive real-time routing information and access databases containing vehicle and/or freight equipment locations as well as carrier, vehicle, freight equipment and driver information. These types of data management systems currently operate in surface transportation, helping transportation professionals to manage roadside data, emissions data, weather information, and traffic management data (Federal Highway Administration, 1998). Alternatively this subsystem can be managed from the cab of the vehicle using wide area wireless communications.

The Archived Data Management Subsystem provides the most efficient means of accomplishing these types of objectives. ITS generated data can be combined with data from non-ITS sources and other records to generate information products utilizing information from multiple functional areas, modes, and jurisdictions. The subsystem prepares data products that can serve as inputs to federal, state, and local data reporting systems (Federal Highway Administration, 1998). It is one of the most important subsystems serving all of the subsystems within the architecture.

The Maintenance and Construction Subsystem provides the capability for port operators to organize port enhancements and maintenance. As it relates to security this subsystem will also provide a system of credential checks that will certify the signed contracted, thus preventing any unlawful port entries.
The Vehicles
It is vital to share the necessary information to truck drivers, security personal, ship captains, and rail operators alike. The vehicles include Marine Vessels, Rails, Commercial Vehicle, Construction & Security Vehicles, etc. All vehicles should be provided with the sensory, processing, storage, and communication functions necessary to support safe and efficient emergency response. Besides, each type of vehicle has its specific function.
Marine Vessels will be under the cooperation with various ports as well as ship owners. This system will utilize satellite communication technology to provide digital transmission along with some of its earlier analog features. There would also subsist an on-board cargo monitoring system for recognizing any unfamiliar disturbances (Intelligent Transportation Systems, 2006), and would ultimately require coordination with the US Coast Guard.

Rail will be able to necessarily support safe and efficient emergency response involving two way communications between the rail operator and the appropriate port officials on the appropriate task to be performed.
Commercial Vehicles will involve two way communications between the vehicle drivers and port officials, and response teams to special situations in a timely manner (Federal Highway Administration, 1998). It also provides the necessary information about the cargo and the vehicle driver, which will require coordination with the Personal Credentials Subsystem.

Construction and Security Vehicles will reside in the security vehicles and certain port equipment to be decided by port officials, involving two way communication functions between the vehicles and other appropriate the Center Subsystems.

Land Side and Sea Side Infrastructure
The distributed infrastructure within land side and sea side will provide the direct interface to vehicles within the port infrastructure and vessels docked or nearby at sea, including functions located on the ports infrastructure as well as on the vessels to support surveillance, information provision, and control plan execution. These infrastructures should be coordinated properly for efficient transportation operations with the connections between the road, rail, and water.

Cargo Screening is an important aspect of the Land Side and Sea Side category which in most cases fall under security monitoring. Depending on the nature of the cargo, this equipment package may include sensors that measure temperature, pressure, load leveling, acceleration, and other attributes of the cargo (8). The aforementioned Gamma Ray Scanning instruments would also play a major role in this system by thoroughly inspecting those high risk containers for chemical emissions that may potential be a terrorist attack. This subsystem may require ports being involved with The Container Safety Initiative (CSI) in order to better identify high-risk containers.

Security Monitoring Subsystem (SMS) includes surveillance and sensor equipment used to provide enhanced security and safety for transportation vehicles and facilities. The SMS should handle information used to support safe operation of the transportation equipment and to support emergency response in coordination with various Center subsystems. In Marine operations these facilities would be operated by customs and the US coast guards due to their responsibilities in marine operations as the primary inspectors of all incoming cargo.
The Commercial Vehicle Checking Subsystem supports automated vehicle identification, vehicle scanning, and weigh-in-motion using two way data exchange (Federal Highway Administration, 1998). These capabilities will allow the port operators and the proper authorities to be notified of any safety problems. The inspections services will be conducted using the latest Gamma Scanning systems and may include the smart tag technology currently implemented at the Port of Houston (Port of Houston Authority, 2003). 

Security Patrols provides management and coordination of the security patrols and other authorities operating on the port facility. This will include cooperation with the emergency management subsystem to receive the necessary information to respond any alarming incidents in a timely manner.

Vessel Security This subsystem will be responsible for providing surveillance security for ships docked to prevent unauthorized intrusion. It will also serve act as a deterrent to illegally migrates, and will operate in coordination with the security patrol subsystem and the emergency management subsystem.

Recommended Procedure for Detailed Marine Security ITS ARCHITECTURE
The proposed layers and conceptual framework for marine ITS architecture as well as its major subsystems are only one of the initial steps, yet, not the entire ones to reach the construction of this type of system. More research efforts and pilot practices are expected before the system is put into implementation. At the early stage, the recommended procedure to reach a detailed marine security ITS architecture should at least be classified into the following five parts: 
a) Reach an agreement, define the covered jurisdiction areas and institutions, and survey for primary needs;

b) Identify functional needs;
c) Map functional needs to user services;
d) Convert user services into market packages; and
e) Define physical entities and architecture flow to obtain physical architecture.
The entire process of developing Marine Security ITS Architecture is shown in Figure 4. Per Figure 4, the beginning stage is to reach an agreement among all covered authorities and institutions. A comprehensive survey to the stakeholders will be conducted to collect the demands of ITS technologies on marine security, which helps to identify the functional needs in conjunction with the incorporation of the feedbacks from expert consultants. By referring to the national ITS architecture, the identified functional needs will be mapped to series of user services, which are further mapped to different market packages. These two steps of mappings are further illustrated in Figure 5. Finally, the detailed physical architecture composed by physical entities (all subsystems, terminators, etc.), architecture flows and interconnects will be developed.
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Conclusion
This research is one of the initial studies to connect Intelligent Transportation Systems with Marine transportation as a security and safety measure. In this study the most vulnerable areas of marine transportation system in US is first identified, and the conceptual ITS architecture framework as well as its major subsystems to mitigate terrorism effects in marine transportation are then presented in a manner that is relevant to the security and safety needs. ITS technologies based alternative and better organized solutions are expected to improve security and safety against the threat posed by terrorist. Besides the significant impact of ITS technologies to mitigating terrorism effects, positive influences on port cost and also on trade are visional. Advanced technology, particularly ITS technologies are likely to enhance the maritime operation and management with new equipment and vehicle systems to increase capacity, build new state-of-the-art terminals, and thus reduce transfer times and costs, diminish congestion, lower down damage claims, generate additional system capacity and attain higher overall levels of efficiency and throughput. Therefore, it is anticipated that the advanced ITS technologies will add to the economic value and security by improving both the productivity and safety of marine transportations.
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Table 1 Eight ITS User Service Bundles

	User Service Bundle
	User Service

	Travel and Traffic Management
	Pre-Trip Travel Information 

En-Route Driver Information

Route Guidance

Ride Matching and Reservation

Traveler Services Information

Traffic Control

Incident Management

Travel Demand Management

Emissions Testing and Mitigation

Highway-Rail Intersection

	Public Transportation Management
	Public Transportation Management

En-Route Transit Information

Personalized Public Transit

Public Travel Security

	Electronic Payment
	Electronic Payment Services

	Commercial Vehicle Operations
	Commercial Vehicle Electronic Clearance Automated Roadside Safety Inspection 

On-Board Safety and Security Monitoring 

Commercial Vehicle Administrative Processes

Hazardous Material Security and Incident Response

Freight Mobility

	Emergency Management
	Emergency Notification and Personal Security

Emergency Vehicle Management

Disaster Response and Evacuation

	Advanced Vehicle Safety Systems
	Longitudinal Collision Avoidance

Lateral Collision Avoidance 

Intersection Collision Avoidance 

Vision Enhancement for Crash Avoidance 

Safety Readiness 

Pre-Crash Restraint Deployment 

Automated Vehicle Operation

	Information Management
	Archived Data Function

	Maintenance and Construction Management
	Maintenance and Construction Operations


Source: The National ITS Architecture (Intelligent Transportation Systems, 2006)
Table 2 Comparison of Investigated US Ports

	Port of
	Received Funding from the Department of Homeland

Security
	A Member of the Container Security Initiative
	Gamma Ray Container Scanners
	Installed Surveillance
	Incorporated ITS Applications

	New York / New Jersey
	X
	X
	X
	X
	

	Long Beach
	X
	X
	X
	X
	

	Charleston
	X
	
	
	X
	

	Los Angeles
	X
	X
	X
	X
	

	Houston
	X
	X
	X
	X
	X

	Tacoma
	X
	
	X
	X
	

	Seattle
	X
	X
	X
	X
	

	Oakland
	X
	
	X
	X
	

	Hampton Roads
	X
	
	
	X
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(Retrieved from the American Association of Port Authorities website)

Figure 1 Port security grant funding during FY 2002 to 2005.
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Figure 2 Conceptual framework of maritime security intelligent transportation system architecture.
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Figure 3 Conceptual high level maritime security ITS architecture.
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Figure 4 Procedure to reach marine security intelligent transportation system.
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